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Mutual exclusion

require a mechanism to ensure that only one process
can manipulate data at any one time

mutual exclusion

the concepts we discuss today arevery important for
microkernel and operating systems

a fundamental building block
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How do we implement mutual exclusion?

simplest mechanism
mask processor interrupts off
processor cannot respond to any interrupt and
therefore will execute code in sequence until it
masks interrupt back on again
sometimes these critical sections of code are
calledatomic
what are this disadvantages with this approach?
what are this advantages with this approach?
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How do we implement mutual exclusion?

another mechanism issemaphores
essentially a binarysemaphore is a token which
can be grabbed byonly one process at a time
a token is taken at the entry to the critical section
and given back at the end of the critical section
a process can only enter once it has the token
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Semaphores

consider the following two processes:

(* Shared semaphore *)
Semaphore token; (* initial value 1 *)

void ProcessA () void ProcessB ()
{ {

while (1) { while (1) {
... ...
Wait(Token) Wait(Token)
(* critical *) (* critical *)

Signal(Token) Signal(Token)
... ...

} }
} }
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Semaphores

SEMAPHORE token

Wait gets the token
Signal returns the token
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Semaphores

note thatWait andSignal are bothatomic

they are implemented in software with processor
interrupts masked off
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Semaphores

we can expressWait andSignal in pseudo code:

void Wait (s)
{

when s>0
s--;

}

void Signal (s)
{

s++;
}
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Semaphores

in our previous example the initial value of s would
be 1

note that this is pseudo code
note the use ofwhen
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Semaphores

we have now seen how a critical section can be
achieved by using semaphore primitivesWait and
Signal

for example access to the shared buffer will be a
critical section
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Starting to implement a shared buffer
using semaphores

void put (char ch) char get (void)
{ {

Wait(Mutex) Wait(Mutex)
(* safe to alter *) (* safe to alter *)
(* buffer *) (* buffer *)
place ch into buf remove ch from buf

Signal(Mutex) Signal(Mutex)

return ch;
} }

char buffer[Max]; (* global data *)
SEMAPHORE Mutex; (* global data *)
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Completed implementation of a shared
buffer using semaphores

void put (char ch) char get (void)
{ {

Wait(SpaceAvailable) Wait(ItemAvailable)
Wait(Mutex) Wait(Mutex)
(* safe to alter *) (* safe to alter *)
(* buffer *) (* buffer *)
place ch into buf remove ch from buf

Signal(Mutex) Signal(Mutex)
Signal(ItemAvailable) Signal(SpaceAvailable)

return ch;
} }

char buffer[Max]; (* global data *)
SEMAPHORE Mutex; (* global data *)
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The Executive

Why do we need an executive?
concurrent processes
one process, one purpose
one process to control one device
application separate from device drivers
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The Executive
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Protocol Engine - example of a
microkernel system
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Protocol Engine - example of a
microkernel system

protocol engine must
obey the Cambridge Ring protocol
send and receive correct data across a network
get and put messages must occur concurrently
microkernel system uses processes coordinated
via executive

Lecture 4: Inside the Executive
slide 16

gaius

The Executive

what does the executive provide?
SEMAPHORE data type
semaphore operationsWait andSignal

InitProcess
to create a new process
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The Executive

Resume
run the new process

processes
a process can be conceptually thought of as a
virtual processor
a number of processes running can be thought of
as a virtual multiprocessor machine
although it isimplemented on one processor
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How do we implement processes

a process can be a copy of the processor

a process has its own volatiles
own register set:eax, ebx, etc
own stack
own data
own code
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How do we implement processes

it may also share data and code with other processes

we can give the illusion of running concurrent
processes if we:

run a slice of one process
stop it
run a slice of another process
etc
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Process states

note that processes run continually until
blocked on a semaphore (Wait on semaphore
whose value = 0)
blocked waiting for in interrupt to occur
WaitForIO

examine the moduleExecutive.c in the
microkernel programming notes
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Process states

we can construct a process state transition diagram:

non existantrunnable

waiting on

semaphore

waiting for

interrupt

suspended

Wait

Signal

Resume
InitProcess

WaitForIO

interrupt
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Process states (continued)

runnable means that a process may legally run
when the processor has nothing else to do

if we have multiple processes then we would
sometimes expect to have more than one process
in one state. Ie
a collection ofrunnable processes
a collection of processes waiting on a semaphore

within the executive it is often useful to collect like
entities together

typically you would find a run queue which
contains allrunnable processes
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Process states (continued)

runnablerunnable

Process BProcess A

Runqueue
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Process record structure

a process’s record structure should contain all
information about that process

volatiles (registers)
State = (Runnable, Suspended,
WaitOnSem, WaitOnInt) ;
run priority
pointers
name

see Executive.c 〈src.html#Executive-c〉 for
details
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Implementing Wait and Signal

consider semaphore operationsWait andSignal

remember the pseudo code forWait

while (s <= 0)
;

s--;

and pseudo code forSignal

s++
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Implementing Wait and Signal

could implement semaphores like this but it would be
very inefficient, why?
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Implementing Wait and Signal

we note that if semaphore value is <= 0 the process
cannot go further

therefore we should do something else untils>0
we could shelve the process and unshelve a
process that is able to run. Ie a process which is
runnable
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Implementing Wait and Signal

the pseudo code ofWait now looks like:

void Wait (SEMAPHORE s)
{

save and disable processor interrupts ;
if value of s > 0
then

dec(value of s)
else

remove CurrentProcess from run queue ;
mark CurrentProcess as WaitOnSem ;
add CurrentProcess to semaphore q ;
Reschedule

end
restore processor interrupts

}
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Implementation of Signal

the pseudo code ofSignal must do the opposite

void Signal (SEMAPHORE s)
{

save and disable processor interrupts ;
if a process is on s q
then

remove process, p, from s q
alter process, p, status to runnable ;
add p to the run queue ;
Reschedule

else
inc(value of s)

end
restore processor interrupts

}
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The type SEMAPHORE

theSEMAPHORE data structure must have at least
two entities

a value
a queue

the value is incremented and decremented byWait
andSignal

the queue contains a list of processes which are
waiting for the value to become > 0
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Example: two processes competing for a
critical region

process A process B

while (1) { while (1) {
Wait(Mutex) ; Wait(Mutex) ;
do something do something
Signal(Mutex); Signal(Mutex) ;

} }
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Example: two processes competing for a
critical region

SEMAPHORE
queue
value

RunQueue



0 1

Process A Process B
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The Executive

data structures in the executive:
queues:DesQueue, SemQueue which allow
various items to be added and removed from
queues
processState which is(Runnable,
Suspended, WaitOnSem, WaitOnInt).
This indicates which state a process is currently
in. Seeprocess state transition diagram from last
week
Priority - run priority of a process. Ahi
priority process will always be chosen by the
Reschedule procedure compared to alo
priority process. (You can ignore this issue if
you wish!)
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The executive data structures

SEMAPHORE - describes the state associated with a
semaphore

DESCRIPTOR - describes the state associated with a
process

these last two need to be understood in order to
complete laboratory 3
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SEMAPHORE type

typedef struct Semaphore {
unsigned int Value;
/* semaphore value */
EntityName SemName;
/* semaphore name for debugging */
void *Who;
/* queue of waiting processes */
struct SemQueue {

struct Semaphore *Right,
*Left;

} ExistsQ;
/* list of existing semaphores */

} Semaphore;
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The type SEMAPHORE

for laboratory 3 you only need to understand 2 fields
Value
Who

Value
the value of the semaphore

Who
the head of a list of all processes currently
waiting on this semaphore (all processes blocked
on this semaphore)
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The type SEMAPHORE

SemName
anARRAY OF CHAR which is only used for
debugging (Ps - will display a list of processes
and semaphores)

ExistsQ
housekeeping - all semaphores in existence are
on a list (so that Ps can display each and every
semaphore)

after understanding these fields we should be able to
initialize a semaphore (implement
InitSemaphore
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Implementation of InitSemaphore

Semaphore *Executive_InitSemaphore
(unsigned int v, char *Name,
const int Name_HIGH)

{
Semaphore *s;
OnOrOff ToOldState;

/* disable interrupts */
ToOldState = SYSTEM_TurnInterrupts(Off);
SysStorage_ALLOCATE((void **)&s,

sizeof(Semaphore));

/* initial value of semaphore */
s->Value = v;
/* save the name for future debugging */
StrLib_StrCopy(Name, Name_HIGH,

(char *)&s->SemName,
MaxCharsInName);

/* no one waiting on this semaphore yet */
s->Who = NULL;

/* add semaphore to exists list */
AddToSemaphoreExists(s);

/* restore interrupts */
ToOldState = SYSTEM_TurnInterrupts(ToOldState);
return s;

}
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The type DESCRIPTOR

theDESCRIPTOR defines a process
within the executive we need to keep track of a
processes registers, its run state, its name,
priority, etc
for full details of this data type see
Executive.mod some of these fields are for
debugging purposes, others for the scheduler.

for the purposes of laboratory 3 you need to
understand the following fields

Volatiles
ReadyQ
SemaphoreQ
Which
Status
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The type DESCRIPTOR

typedef struct Descriptor {
PROCESS Volatiles;

/* process volatile environment */
struct DesQueue {
struct Descriptor *Right, *Left;

} ReadyQ,
/* queue of ready processes */

ExistsQ,
/* queue of existing processes */

SemaphoreQ;
/* queue of waiting processes */

Semaphore *Which;
/* which semaphore are we waiting*/

EntityName RunName;
/* process name for debugging */

State Status;
/* state of process */

Priority RunPriority;
/* runtime priority of process */

unsigned int Size;
/* Maximum stack size */

void *Start;
/* Stack start */

BOOLEAN Debugged;
/* Does user want to debug a */
/* deadlocked process? */

} Descriptor;
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Laboratory 3

in the last tutorial you were a user of the module
Executive, this time you are going to implement the
following procedures in this module

Resume
Wait

to implement these procedures you must understand
the process transition diagram
thedata structures〈0〉 just mentioned
and how a process migrates from one state to
another state
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Laboratory 3

the code you have to write is all high level
you can call on the services provided in
Executive to dequeue and enqueue, processes
and semaphores
you must correctly manipulate the fields within
processes and semaphores

if you get it wrong - your program will probably
crashbig time!

moral of the story
use the proceduresDebugString andHalt
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The queue operations

to enqueue a process the run queue you need to
set its status toRunnable
ie p->Status = Runnable
add p to the ready queue ieAddToReady(p)
;

to remove a process from the run queue you should
remove process, p, from the ready queue ie
SubFromReady(p)
alter its status to an appropriate value
ie p->Status = Suspended
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SEMAPHORE queues

to add a process to aSEMAPHORE queue

AddToSemaphore(&s->Who, p) ;
p->Status = WaitOnSem
p->Which = s

to remove a process from aSEMAPHORE queue
called, s, and to place onto the ready queue

p = SubFromSemaphoreTop(&s->Who) ;
p->Which = NULL ;
p->Status = Runnable ;
AddToReady(p)

note that a process cannot exist on both a semaphore
queue and the ready queue
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SEMAPHORE queues

use the following code to move a process to the top of
the run queue (after it has been added to the run
queue)

RunQueue[d->RunPriority] = d;
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Pseudo code for Resume

DESCRIPTOR Resume (DESCRIPTOR d)
{

disable interrupts ;
if d is Suspended
then

change Status of d to Runnable ;
add to ready q
make sure d is at top of
ready q
Reschedule

else
Halt(’not suspended’,

__LINE__, __FILE__)
end
restore interrupts ;
return d;

}
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Pseudo code for Suspend

void Suspend ;
{

disable interrupts ;
remove process from ready q ;
alter status ;
Reschedule ;
restore interrupts ;

}

the procedureReschedule
tests whether there is a process which is at the
front of the ready queue
if it is not ourself then transfer control to this
process


