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Network Administration and Securit

m  all notes areilable fromblackboardht t p: / / m these notes will mention UNIX and GNU/Linux

bl ackboar d. gl am ac. uk[l
m  when UNIX is mentioned it refers to all brands of
*NIX and its clones
whereas GNUY/Linux refers to the specific variety
of UNIX clone
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Seven cardinal virtues of syste General guideline

administration

m document hev much time you spend caring for the
m flexibility system. Diide it into categories:
system maintenance
user support
routine activities

system enhancement
m  attention to detail (security) your own documentation!
mary large security problems display only tiny

symptoms, which the inatteméi /stem
administrator will miss

® ingenuity

m catastrophewill happen, all hardware has a finite
lifetime

m adherence to routine
example, do not forego security monitoring or
backups

B encourage users to matheir own backups

B persistence
monitoring security and system performance is
an ongoing activity whosewards are rarely
immediate

m laziness! (see automating tasks)

m patience
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General quideline Security guidelines

peer pressure (printing, disk space, lack of backup m passwords should be easy to remember but difficult to
etc) crack
provide central repository forely files for backup m educate users foto choose a good password
users can place files here if yrare tight for time (produce a 1 page handout for example)
create tools for automating the backup process m do not build passwords with:

ary part of your name or relats rame

significant numbers (telephone, date of birth, etc)
something of importance to you (pop star/group,
TV character)

ary name associated with your compaor its
products

m some defence contractors will fire you if a password
is written down
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changed
m ariptis a program (or file) which is built from

gaus gaus
wheneer someone learns of it who should not! combining multiple commands:
example DOS bat file or UNIX shell script

whene&rer a member of the administration teamea

including all dial up lines! m  writing scripts is part of an administrat®job

if you suspect the password file was read by an ® two main types:

unauthorised person designed to maks/stem administration easier
in this casall passwords must be changed and more efficient, often by automating some

process or job
provide useful tools for users which are not

if you think someone was paying too much attention i )
otherwise wgailable to them

to your fingers

regularly change passwords (period of time depends
on the institution)
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Advantages of automatio

greater reliability
tasks are performed in the same (correct) way
evay time

guaranteed regularity
tasks can be performed according to wiate
schedule seems appropriate
need not depend on youradability or even
your presence!

enhancing system efficiency
time-consuming or resource-intevsiasks can
be performed during bhours

popular scripting languages (expect, shell, perl) and

associated tools (cron and find)

note expect, Bourne shell (bash) and perl are free
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etc/passwy

is a text file containing user names and passwords
an examplé et ¢/ passwd/

root::0:0:root:/:/bin/bash
bi | bo: : 100: 100: Bi | bo Baggi ns: / hone/ bi | bo: / bi n/ bash
fred::101: 100: Fred Bl oggs:/ hone/ fred: /bi n/ bash

cut is a program which cuts files into columns

[cut -d : -f 1 /etc/passwd
when the abee mmmand line is run, it emits:

root
bi | bo
fred
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Simple shell scripts example

to find out which users uset scape we could run
the following script

#1'/ bi n/ sh

for i in bob bill sue nary; do
if [ -f /home/$i/.netscape ] ; then
echo "$i is a user of netscape”
el se
echo "$i has never used netscape"”
f
done

what problems exist with such a program?
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Impr oved netscape analysis progra

what happens if users are added and deleted from
/ et c/ passwd?
old program will fail, so:

#1/bin/sh

for i in‘cut -d: -f 1 /etc/passwd’ ; do
if [ -f /home/$i/.netscape ] ; then
echo "$i is a user of netscape"
el se
echo "$i has never used netscape"
f
done

is much better
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Shell (bash) pros/co

pros
consider the cement which holds together the
utilities of UNIX
very powerful, as it canxecute ay other
program
use one programs output as input for another
program
the main scripting language on a UNIX machine
looping constructs (for while)
conditional (if then else fi, case)
functions also allowed

cons
cryptic
needs to be installed as an extra on non UNIX
machines
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Perl example

#! [ usr/ bi n/ perl

@sers = ‘cut -d : -f 1 /etc/passwd';
foreach $user (@sers) {
chop($user); # removes new ine
if (-f "/home/ $user/.netscape") {
print "$user uses netscapeO ;
}

perl is very good at working with arrays, strings etc
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pros
perl is also freely\ailable
perl is the de facto standard scripting language
for WEB sites
runs on most operating systems
rich set of features, very powerful

combines short delopment time of shell scripts with
some of the best features of highdd anguages
mary security features

cons
too maly features, mandifferent ways of
achieving same end!
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a software suite for automating interactive tools

expect allows you to dve interactve programs from
a <ript
send commands to a program
expect output from the program
perform appropriate action based on the output
receved!

very useful for automating tasks which require fairly
predeterminedéyboard interaction

available on UNIX



Setting the scene

slide 17
Expect example application

gaus

automating t p retrieval
net scape allows you to download data
m often times out!

couldusetp
tedious, needs preciseyboard interaction
user may hae t wait considerable time for each
command

fetch items at night, via expect!
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Python exampld

#! [ usr/ bi n/ pyt hon

print "hello world

when run will print the classic hello world

#!'/ usr/ bi n/ pyt hon

from Tkinter inport *

w = Button(text="hello world", command="exit’)
w. pack()

w. mai nl oop()
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Pytho
is free
is between Ja and Perl rgarding tool set

ease of use of scripting language but with tools
associated with programming languages

o]0

mary libraries, modules, third party utilities
has an OO interface to the Tk GUI

automatic garbage collection
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a program which will run other programs at user
specified times.

cron is controlled by the contents of the cron table
(called crontab)
this is a file i var / spool / cr ont ab which
may look like this:

# here we run the cvs tests at 8:00 in the norning
#

00 08 * * *
#

# here we remi nd the non Wndows users to change
# their password.
#

00 00 28 * *

lusr/local /bin/runcvstests

/usr/local/bin/milfred
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Other time examples of cro Scripting language

# M N HOUR DAY MONTH DAYOFVEEK — COVWAND m  mary different languagedash, perl, expect

# at 6:10 a.m every day
1006+ * xgate and others

# at 11:00 a.m on the 4th and on every
# non, tue, wed m traditionallybash is used as the UNIX scripting
0 11 4 * non-wed date
language, howesr newer languages such psr |
andpyt hon are becoming popular
bash, per| pyt hon run on almost all modern
operating systems

# 4:00 a.m on january 1st
041 jan * date
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Example administration script in bash Laborator
#7bin/sh ® using a suitable editoefracs) type in the following
o program:
# mailfred

# (Should be run by cron once a nonth)

# - | .
# gener at eMessage #1'/ usr/ bi n/ pyt hon
* print "hello world

function generateMessage () {
cat << EOFEOF | mmil -s "**** g\

varning for Ludites ****" $1 m sae it as a fienamehel | 0. py

Cron is sending you a nessage.

Renenber to log into Wndows and choose
anot her password.

EOFECF
}

gener at eMessage fred
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Executable script;

male this program xecutable via;

[chnod 755 hel | o. py |
the 755 is the permission of the file, set to
execute and safe ownership

now run your program by:

[./hello.py |
the. / runs the program in your current
directory and not another program called
hel | 0. py elsewhere on the GNU/Linux
system

you could easily write cgi programs using this
method
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Executable scripts

Now type in the following program to an editor (hint
use the emacs editor)

#1/ usr/ bi n/ pyt hon

from Tkinter inport *

w = Button(text="hello world", conmand="exit’)
w. pack()

w. mai nl oop()

make it run

alter the message.

if you have any ime left over read the further course
notes on Python and write a program which generates
the 13 x table



