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This examination paper isa closed book examination.

You should answer any 5 questions.

All questions carry equal marks.

This paper consistsof atotal of 8 examination questions.




Question 1

(&) “Network protocols are intrinsically related to operating systeme€ritically
appraise this statement in relation to tM&Pproject.
(12 marks)

(b) Commenton the suitability of LTSP in an office andUniversity laboratory
environment.
(8 marks)

Question 2

(@) “A firewal is more than a port filter’ discuss and justify this statemenYou
should include a suitable network diagram which includes yowvdire
(12 marks)

(b) Whatfacilities does thé pt abl es tool offer an administrator?
(8 marks)

Question 3

“Tunneling IP @er DNS will be one of the biggest security problems of the future’
discuss.
(20 marks)

Question 4

(&) Whatrules, according to Tanenbaum, aey o achieving higher performance from
the ISO OSI services of layers 2, 3 and 4?
(20 marks)

(b) Critically appraise WEP as a secure protocol.
(20 marks)
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Question 5

(&) Theintranet of 6 networks shown beloeed IP allocation by subnetting the single
public class C network: 192.100.100.0

You are required to subnet this nedx such that networks 1,2 and 3 need to support
12 hosts, and that netwks 4,5 and 6, need to support 2 hosts. In this part of the
guestion all 6 networks shouldveathe same subnetting structure.

Explain your rationale for your subnetting scheme chosen, and demonstrate your
understanding by giving for 2 PCs in both the Paris and Rome networks:
the ip number
subnet mask
broadcast address
gateway address
(12 marks)

(b) Thesubnetting in the first part of this question is inefficient in that networks such as
4,5 and 6, will normally only he 2 losts. Shw how vaiable length subnetting
(VLSM) can eliminate this inefficieryc

(8 marks)
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Question 6

(&) Whatis a switch, and hw does such a device work when only used for switching?
(4 marks)

(b) Whatbenefits can a network designeaairg by using switchs to segment agiar
network into an intranet of smaller networks?

(4 marks)
(c) Shav how VLANSs can be implemented on a switch, this to include:
allocation of hosts to VLANs
connection of switchs to routers
the need for a trunking protocol
(12 marks)

Question 7

(&) Analysethe various switching optionwalable on the wide area network, including
for each option, technical characteristics such as its logic and bandwidth, and also
the sort of application each option is used for.
(20 marks)

(b) Performanceriteria for a wide area link could include measures such as bandwidth,
latenyy and jitter Define each of these measures, and use a table t@ sho
applications that require weak, medium, and strong values for these measures.

(10 marks)

Question 8

Make rotes and diagrams on layers 2,3 and 4 of the ISO OSI-7 layered protocols, this to
include:
The functionality of these layers.
The protocol data unit (PDU) at each of these layers.
The encapsulation that occurs as dataesmdrom higher layers to layer 4, then to
layer 3 and then to layer 2.
(20 marks)
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